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Information Governance and GDPR Policy

1. Policy Statement of Intent

RammyMen provides services to a wide range of people, including adults and children who are
extremely vulnerable and likely to share confidential and extremely sensitive details about
themselves and about others.

It is the responsibility of everyone involved with RammyMen to ensure that all information is
held and dealt with in a secure, responsible, considerate and legal manner.

The aim of this policy is to ensure that RammyMen and its personnel act appropriately and
within the law with regard to information governance and the General Data Protection
Regulation. It provides a framework to ensure that the organisation not only meets its legal
requirements, but also treats information and data with the high standard of care expected by
everyone involved with RammyMen.

This policy will be reviewed regularly and revised as appropriate under the guidance of the
designated Data Protection Officer / Data Controller / Information Governance Lead
(hereinafter called ‘Data Controller’ in line with the Data Protection Act 2018 nomenclature)
and by a Data Quality Forum.

Rob Moss

62 Stubbins St
Ramsbottom

BLO ONL
rob@rmdirect.org
07944 038512
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2. Collection of Data

2.1 All collection and processing of personal data shall be lawful and fair and carried out in line
with the Data Protection Act 2018.

2.2 All personal data shall be obtained with the data subject’s consent, or that of a responsible
adult in the case of a child, except where such data is sought and required for the protection
and safety of staff, volunteers and/or members of the organisation. These exceptions will apply
where an attendee’s criminal or mental health history need particular safeguarding attention.

2.3 Where data is received from referral agencies, it shall be on the understanding that they
have obtained, processed and forwarded that data in line with the Data Protection Act 2018 in
conjunction with the GDPR.

2.4 All initial referal forms shall by default contain the clause: “lI confirm that | have sought the

client or patient's permission to pass on the above information.”

2.5 Where data is submitted by a person, there shall be no ambiguity about the reasons for
that data to be collected and its use by the organisation. That data shall not be used for any
reason other than those communicated to the person unless further authorisation for that
specific use is obtained. Any data use permissions sought shall be recorded along with the
personal data itself.

2.6 Personal data submitted by web-based form shall be server-side encrypted using 256-bit
encryption before being forwarded to protonmail.me in order that it may not be intercepted in
a useable form.

2.7 Only data that is necessary for the performance of the stated purposes shall be collected,
stored and processed.

2.8 There shall be no collection of “sensitive data” such as racial or ethnic origin, political
opinions, religious or philosophical beliefs, gender identity, sexual preference or trade union
membership unless being carried out specifically as part of a study into those characteristics.

Information Governance and GDPR Policy - 21/3/24 p3 of 25



Information Governance and GDPR Policy

2.9 The date that an individual last communicated or otherwise engaged with the organisation
shall be stored alongside their personal data so that the accuracy of held data may be
assessed, and historical data dealt with as detailed in section 4.

2.10 Websites and other online resources shall not collect or store any personally-identifiable
data on a subject whether through cookies, beacons, web-analytics or similar.

2.11 Any data collection activities shall be discussed with the Data Controller before being
initiated, and plans made for collection method, data use, length of storage, permissions for
use, methods of storage, storage security and destruction. Any risks shall be identified, and
procedures put in place for data processing in line with this policy document.

2.12 If data is collected on an individual under the age of 18 then this shall be explicitly noted
with a date of birth if data may be held for a significant length of time.

3. Storage of Data

3.1 Organisational email addresses shall be created and operated using protonmail.me which is
end-to-end encrypted with zero-access and AES, RSA and OpenPGP encryption. A local client
shall not be installed, with all email data held on the server and no local copies of sensitive
personally-identifiable data made.

3.2 Any personal data which needs to be stored outside of protonmail.me shall be stored on a
strong-password protected AES-256 (minimum) encrypted drive, with the vault regularly
backed up to a second AES-256 (minimum) encrypted drive or RAID level 1 encrypted disk.

3.3 With the exception of encrypted email storage, all personal data shall be stored within the
United Kingdom.

3.4 No personally identifable data shall be stored on any web-based system other than
protonmail in the case of emails or organisational bank account transaction information. This
includes online server databases, even in encrypted form.

3.5 Every reasonable step shall be taken to ensure that personal data is accurate and up-to-
date.
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3.6 Personal data based on facts shall be distinctly identified from data based on personal
assessments.

4. Destruction of Data
4.1 Data may only be held for such time as is appropriate based on original permissions sought.
These limits shall be:

- Until informed of an individual’s disinterest in receiving further communications in the case
of a ‘keep us updated’ or newsletter subscription

- Until the data is no longer of relevance for the original permissions, unless new
permissions are sought

4.2 Data may only be held for six months after its permitted use has expired. It shall then be
removed from current databases and dealt with as detailed elsewhere in section 4. Periodic
reviews of retained information shall be carried out in order to identify affected data.

4.3 Any individual who has not reciprocated communications from the organisation within five
years shall be deemed ‘inactive’ and their data removed from current databases.

4.4 The choice of erasure or achiving of old data (with access restricted) shall be made on a
case-by-case basis dependent upon historical safeguarding, insurance, reporting, litigation,
statutory recording and health issues.

4.5 Upon learning that data is no longer accurate, that data shall be updated, archived or
erased as appropriate.

5 Data Information Requests
5.1 In the case of a data information request for an NHS-commissioned service, the
organisation shall not respond to that request, but shall instead transfer it to Penine Care CCG.

5.2 An individual may submit a Subject Access Request for data held on them verbally or in
writing. A Subject Access Form is appended to this policy and is the prefered method. The
data shall be securely communicated within one month.
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5.3 If a child submits a Subject Access Request and is considered mature enough to
understand their rights then the child shall be responded to directly. Otherwise the child will
be encouraged to involve a responsible adult in the request.

5.4 If there is any doubt as to the identity of someone submitting a Subject Access Request
then photographic ID shall be required before any request is considered. No information will
be provided about the person (including whether or not they have engaged with the
organisation) until the photographic ID has been verified.

5.5 The organisation exercises its right to refuse a Subject Access Request if it is considered
to be excessive or unfounded. If this is the case then the individual must be informed of the
reasons why, their right to make a complaint to the Information Commissioner’s Office, their
right to make a request to the Information Commissioner’s Office and their right to apply to a
court under section 167 of the Data Protection Act 2018.

5.6 There are some special cases and exemptions from Subject Access Request legislation,
including health data, social work data, confidential references, negotiations, pending legal
proceedings or criminal investigations and functions designed to protect the public. If any of
these are pertinent then advice should be sought from the Data Controller and from the
Information Commissioner’s Office.

5.7 If the decision is taken to reject a Subject Access Request then the reasons shall be
formally recorded in a format suitable for sharing with the Information Commissioner’s Office
if required.

5.8 If requested by a data subject, the organisation must rectify inaccurate or incomplete
personal data without undue delay. If it is necessary for ongoing proceedings for historical
data to be retained then a record shall be kept of the original data.

5.9 If any data received from other agencies or communicated to other agencies is identified
as inaccurate then those agencies shall be informed.

5.10 Where a third party individual or organisation requests information regarding other
individuals who have not provided consent for that use of their data, then that request for
information will be rejected or data shall be supplied with all identifying information redacted.

p6 of 25 Information Governance and GDPR Policy - 21/3/24



Information Governance and GDPR Policy

6 Breaches of Data Security

6.1 If information has been legitimately shared but has subsequently been found to be
innacurate, or information has been unlawfully shared then the recipient must be notified
without delay.

6.2 If data is suspected of having been inappropriately accessed or shared then the Data
Controller shall be immediately informed so that they may inform the Information
Commissioner’s Office and other appropriate authorities. Immediate action shall be taken to
ensure further breaches are blocked.

6.3 Where a breach of data security is identified, a review of current security procedures and
of this document shall be carried out with recommendations for improvements made.

6.4 If a personal data breach has been identified and is likely to result in a high risk to the
rights and freedoms of individuals then the Data Controller must inform the data subject of the
breach without undue delay.

7 Sharing of Data
7.1 Personal data shall only be communicated within the organisation as is required for the
delivery of services in a safe and effective manner, and shall not be shared for any other

reason.

7.2 Personal data shall not be communicated outside of the organisation unless consent is
explicitly sought from the person or a responsible adult in the case of a child, or there is a
criminal or safeguarding issue that mandates its communication. If in doubt, advice shall be
sought from the Data Controller named on page 2.

7.3 Sensitive data (eg health, financial situation, marital difficulties, criminal records etc) shall
only be shared where that data is crucial to the provision of a service, and only to those
individuals that have a direct need for that data and have received and read a copy of this
policy.

7.4 Anonymised data may be shared for the means of reporting. However, where a person’s
situation is unique enough to render them easily identifiable, their permission to share their
‘anonymised’ data shall be sought.
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7.5 Where a terrorism risk (threat to public security) or risk to the safety of another individual
is suspected then RammyMen cannot guarantee that any data or information supplied will be
held in confidence, or that the information will not be passed to the relevant authorities. Any
information of this nature shall be immediately communicated to the Data Controller.

7.6 Any shared data shall be verified as currently accurate and up-to-date prior to being
shared. Where accuracy cannot be confirmed, a date when the information was last known to
be accurate shall be communicated.

8 Use of Data

8.1 Personal data may only be used for the purpose for which it was collected, and for which
permission was provided. Any use beyond original permissions shall require further explicit
permission to be sought unless required by law.

8.2 No personal data shall be used for any kind of automated procession (profiling) unless it
has been completely anonymised.

8.3 Only people who have been provided with, read and signed a copy of this policy shall be
permitted access to any personal data.

8.4 Records shall be kept of all people designated data access and their roles and access
levels.

9 Safety of Data

9.1 All encryption and email passwords shall be ‘strong’ with no use of ‘dictionary’ words, the
inclusion of numbers and ‘special characters’ such as "@:£. Use of names, adjacent keys on the
keyboard and common substitutions such as 4 in place of a or O in place of o shall be
discouraged.

10 Transparency of Information Governance and GDPR
10.1 This document shall be made available on the organisation website and shall be available
in printed form to anyone who requests a copy.
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11 Roles of the Data Controller
11.1 The Data Controller shall ensure that the organisation complies with the Data Protection
Act 2018 legally and within the spirit of the act and the six data protection principles.

11.2 The Data Controller shall ensure that this policy document is adhered to consistently and
completely.

11.3 The Data Controller shall handle all Subject Access Requests.

11.4 The Data Controller shall maintain a log of all issues, breaches, data officer roles, Subject
Access Requests and any other information required by this policy.

11.5 The Data Controller shall maintain and manage the periodic review of this document.

11.6 The Data Controller shall ensure the organisation meets its obligations in relation to the
Information Commissioner’s Office.

11.7 Where a type of data processing is likely to carry a significant risk, the Data Controller is
responsible for instigating and carrying out a Data Protection Impact Assessment in line with
the Information Commissioner’s Office guidelines.

11.8 In the case of a personal data breach, the Data Controller is responsible for informing the
Information Commissioner’s Office not later than 72 hours after becoming aware of it,
including all data required under section 67 of the Data Protection Act 2018.
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13. GDPR Checklists

The following checklists are taken from the Information Commissioner’s Office publication -
Guide to the General Data Protection Regulation (GDPR) and shall be used as a guide.

Lawful Basis for Processing

Asking for Consent
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Recording Consent

Managing Consent

Legitimate Interests
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Right to be Informed
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Right of Access
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Right To Rectification

Right to Erasure

p16 of 25 Information Governance and GDPR Policy - 21/3/24



Information Governance and GDPR Policy

Right to Restrict Processing

Right to Data Portability
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Right to Object

Data Protection Impact Assessments
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Security
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Personal Data Breaches
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Children
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The Child’s Data Protection Rights
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Subject Access Request Form

Please complete this form to access a copy of the data held about yourself or someone who is
under your care. Please be aware that we may need to see photographic Id in order to
protect individuals’ privacy. RammyMen imposes no charge for Subject Access Requests.
Name of person completing the form :

Date of Request :

Address of person completing the form:

Name of person whose data is requested :
Relationship between the above people (if different) :

Any specific information requested :

For office use only:
Date request received :
Id and relationship to subject confirmed? (please sign):
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